Mcafee Security Center

Reset to Default Settings

It is good practice to have firewall security software installed
on your computer. Sometimes however, its settings can cause
problems connecting to our network.

If you have Mcafee Security Center installed as your firewall,
we recommend that you complete the following steps to reset
it back to its default settings.

From the Windows desktop

B Double click the Mcafee icon in the System Tray by
the clock
Internet & Network

Click Configure
Click the Advanced... button for firewall protection

Continued over...
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Mcafee Security Center

Reset to Default Settings, continued

Continued from previous page

B Select Restore Firewall Defaults
B Click the Restore Defaults button

Continue onto Configure Network Settings, below.

Configure Network Settings

Finally you need to configure the software to recognise the
Halls of Residence network as safe.

Continued from above steps

Networks

Click the Add button

Select Range

Select Public

Enter 10.3.0.0 in the From IP Address: box
Enter 10.3.255.255 in the To IP Address box
Click OK
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Firewall

Security Level
Frogram Permissions
Netwarks

Banned IPs

System Services
Event Log Settings
Intrusion Detection

+ Restore Firewall Defaults m

@ reb

Restore Firewall Protection Defaults.

Restoring firewal protection defaults resets your existing fireall configuration to its origingl
settings.

[ ok ][ cancel ][ s .

@) Advanced Menu ‘ |

Firawall

Security Level

Program Permissions
Networks
> Banned 1Ps

System Services
Event Log Settings
Intrusion Detection

Restare Firewall Defaults

Networks
These rules specify the level of trust you assign to a network (using its [P address): Trusted (for
example, at home); Standard (for example, in a corporate netwark); or Public (for example, at an
Internet café, hotel, or airport). Learn more

IP Address Modified Expires Type

Description
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9 o ook ) concel J[ ooy )

Firewall

Security Level

Program Permissians
» Networks

Banned IPs

Restore Firewall Defaults

System Services
Event Log Set & Range
Intrusion Dete

Networks
Add Rule I~ v

Create a rule, using a single IP address or an IP address range, specifying the level of trust you
want to assign to a computer or network.

 Single From IP Address:

Input these IP addresses
To IP Address: [1

TP @ Select ‘Public’
™ Rule expires in (days) -

Description
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-




Kaspersky Internet Security

Reset to Default Settings and Fa Kaspaaty teinet Secutty 2000
Configure Network Settings Caspersk

Quarantine 1| Report I} Settings

v -
Security 2010 Your computer is protected
‘Antk-Span Traininc) requited

My Protection Status

Kaspersky Internet Security protects your computer against maliciaus programs and
Unauthotized actess and provides secure access to the network

= .
W My Protection
Protection of your computer

It is good practice to have firewall security software installed
on your computer. Sometimes however, its settings can cause
problems connecting to our network.

= Files and private data
A* My Security Zone $ b 5 Doainients shristosts presnEdn gl e ER s Gl

Control of application activity information, and mare,

and private data access
f System and applications
Operating system files and applications installed on your computer,

A Online activity
2 Browsing web sites, banking and shopping enline, email and instant messaging,

and sacial networking,

é My Update Center Network Manitar
Updlating databases and
application modules

(\‘4\\ Scan My Computer

Files and computer scan

If you have Kaspersky Internet Security installed as your
firewall, we recommend that you complete the following steps
5o you can receive updates for your software.

Total scanned: 7503 Threats detected:

Security+ Viriss:
|y Additional tools for better Trojans:
J  protection of your computer Malicious toals:
Adware:
Riskware:

" Purchase license

sssos o

Help | My Kaspersky Account | Support | License: 30 days remaining

From the Kaspersky Internet Security Control Panel

Titeinet éecu ity 2010 Configure proxy server and network traffic monitoring

Settings

@ Protection
Network R Monitored port
~-fafl Mail Anti-Virus © Monitor all network ports

Click the Proxy server settings... button B iy © Menitor sl porseniy

Check Use proxy server é E?f{j.““: 'C””"”‘ o et o
roactive Defense Scan encrypted connections Install certificate...
Select Use specified proxy server settings B e S e
Enter 10.1.1.251 in the Address: box s .
. @, Scan My Computer TR, SETNRL
Enter 80 in the Port: box @ FullScn — i )

@ Quick Sean

Certain websites can be unavailable when SSL scan is enabled even after
Kaspersky Lab certificate installation.

Check Use proxy server authentication e e - Network packet analsi
Enter your student number in the User name: box e s etk pace sy menver

Enter your password in the Password: box w_

Hotifications

Check Bypass proxy server for local addresses " Feoatsanastoages

4 Feedback

Click OK o

| Restore... oK. Close

Pa Proxy server settings =]

Use proxy server

@ Automatically detect the proxy server settings
@ Use specified proxy server settings

Address: Port:

Input IP Address 10.1.1.251 5 80 =
Use proxy server authentication
User name; Passward:
Input your username student number EEEEREEES

Bypass proxy server for local addresses
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Wireless

Using the Wireless Service

The Wi-Fi network is available in the following areas:

Andrew Kean Learning Centre
Atrium and common area
Conference suite

Dining Room and exterior
Bede Centre

Trinity building

Mary Halaway Lecture Theatre
HQ (Student’s Union)

All Saints Court

Enable the Wireless Network Adapter on your
computer

Connect to Trinity Wi-Fi

Open a web browser such as Internet Explorer

A warning may be shown reporting that there is a

problem with the security certificate. You should
select Continue

Log-on using your IT Services Username and
Password for both the Wireless Login page and the
Internet Security page

Wireless Managers

Some ISPs, such as Virgin Broadband and some laptop
manufacturers install wireless managers onto Windows.
These can often cause connection problems for you and
other people. It is highly recommended that you exit these

applications before to attempt to connect onto the network

at Leeds Trinity. If your computer is found to be causing
connection problems for others it may be suspended from
network access until you can visit the Laptop Clinic for the
problem to be addressed.

Laptop stations and recharge points

Laptop stations are provided in the Dining Room and the

(-)))

7} OpenHouse Login Page - Microsoft Internet Explorer . o -
1
I

File Edit View Favortes Tools Help

Q- © - ¢ [2] ¥h|pSear[h ' Favorites @| R & v

Acddvess [{E] ttpsif]10.3.1.224 444jnlen2login el

=l B |uks

OpenHouse Secure Wireless Login

Flease enter your username and password

TUsername
Password
Log In

Contact the Helpdeskif yout do wot kave ar account. By connecting to this system you agree to the terms of the LIS Acceptabie Use Policy

Leeds Trinity

University College

intemet. Please be aware that all intemet browsing is logged by

Please re-confirm your LeedsTrinity username and
d e for further details.

b:
LeedsT

Atrium as well as the Andrew Kean Learning Centre. In these
areas you will find excellent Wi-Fi coverage as well as plenty
of power sockets to charge your laptop while you work.
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Getting Help

Troubleshooting

If you have other security software or a firewall application
that has not been covered and are experiencing problems, IT
Services strongly recommend that you return your software to
its default settings.

The method for doing this varies from application to
application, so use the help facility in the application or try
searching on the internet using one of the PCs in the Andrew
Kean Learning Centre to find out how to do this for your
firewall application.

If you still experience problems or cannot find out how to
reset your security software why not book into our Laptop
Clinic (see below).

IT Services Helpdesk

The IT Services Helpdesk is located on the ground floor of the
Andrew Kean Learning Centre and provides a first point of
contact if you're having trouble connecting to the Leeds Trinity
Network.

The Helpdesk staff offer advice and assistance with IT
problems and also administer the College network usernames
and passwords.

You can either:

B Visit in person

B Telephone: 0113 2837 223

B Email: Helpdesk@leedstrinity.ac.uk

Laptop Clinic

If the helpdesk staff are unable to resolve your connection
problem you can ask them to book you an appointment with
our Laptop Clinc.

Laptop Clinic bookings will:

B Give you 20 minutes of free impartial advice from an IT
Services Technician

B Attempt to resolve your connection problems

B |dentify and provide advice for resolving other
problems with your computer equipment
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Andrew Kean Learning Centre
Leeds Trinity University College
Brownberrie Lane

Leeds LS18 5HD

T: 0113 2837100
F:0113 2837200
www.leedstrinity.ac.uk



