Leeds Trinity & All Saints Acceptable Use Policy  

 

The acceptable use policy applies to all users of the Learning and Information Service (IT, library and web). It is designed to enhance your learning and working environment and to enable everyone to use the college LIS facilities effectively. 

 

1          General  
1.1       Use of any of the LIS facilities indicates your full acceptance of the terms and conditions of this acceptable use policy. You may use the LTAS facilities[1] if you are:

 

i)           an employee of Leeds Trinity & All Saints (LTAS)

ii)          a student currently registered for any course at LTAS 

iii)         a holder of a valid college identity card

iv)         a holder of a valid college authentication document

v)          any other authorised college user

 

1.2       You must respect the needs of other users by not smoking, eating, drinking or creating excessive noise in any of the LIS facilities. Bottled water is permissible anywhere in the Andrew Kean Learning Centre EXCEPT in any computer areas (any IT room, OPAC – Information Portals or research zone). Mobile phones must be switched to a silent mode before entering any of the LIS facilities and must not be operated from within LIS facilities except for SMS text communications. PhoneZone facilities will be provided for you at various designated areas outside of the main LIS facilities.

 

1.3       Access to the LIS facilities located within the Andrew Kean Learning Centre (AKLC) is restricted to college ID cardholders only. Persons using the Centre MUST carry their ID card with them at all times and surrender their card, if requested to do so, by AKLC staff.
 
1.4       Any computer or device that is connected to the college network in anyway will be subject to an auditing process prior to it being granted permission to fully access network resources. The scanning/audit process requires a software agent to be present on any connecting computer or device. The scanning/audit process will ONLY check for any vulnerabilities present on the connecting device or computer that could potentially harm the security and/or integrity of the college network or any other devices connected to it. If any such vulnerabilities are found to be present, full network access will be denied and you will be offered the opportunity to correct any reported problems via downloadable software patches and/or software utilities available from IT Services. PLEASE NOTE: NO SCANNING OR AUDIT DATA WILL BE PASSED TO ANY THIRD PARY.
 

1.5       Internet use is monitored and controlled to ensure compliance with the college Acceptable Use Policy, the Computer Misuse Act and the operational and usage requirements of JANET(UK), YHMAN and the University of Leeds.

 

1.6       Learning Centre users must observe and comply with all information notices within the centre.

 

1.7       All users are expected to conduct themselves in a quiet, orderly manner at all times. Persons making undue noise in the Centre will be cautioned and asked to leave.

 

1.8       Passwords may not be disclosed to anyone. Registered users of college LIS facilities must NOT divulge details of their passwords to anybody for any reason, nor allow anybody to access college LIS facilities in their name. If users believe that their username and password has been compromised, this must be reported. 

 

1.9       As a registered college user you will be allocated a college based e-mail account. This will be used by college as a primary means of electronic communication. You are expected to read your college e-mail on a weekly basis during term-time and respond, as required, by the college.

 

1.10     As a registered college user you are responsible and accountable for all actions taken through your account. You are also responsible and accountable for all infringements to criminal and/or civil law made from your account (anonymous or otherwise).

 

1.11     You must not use Leeds Trinity and All Saints facilities to threaten, intimidate, defame or otherwise harass any person or organisation. 

 

1.12     As a user of the JANET computer network you will comply with its conditions of acceptable use. These are available through the JANET website at http://www.ja.net/documents/use.html

 

1.13     All users agree to conform to the requirements of the Data Protection Act, which regulates the storage of personal information. Before storing any such information you must notify the Assistant Principal (Registrar). It is YOUR responsibility to ensure that any such information complies with the law.

 

1.14     Cameras and all mains powered equipment (with the specific exception of laptop computers) may not be used in the Learning Centre without the permission of the Director of LIS

 

1.15     You must not alter, disrupt, damage or move LIS facilities/resources, nor must you deface or damage printed matter.

 

1.16     All copyright laws and the terms of any suppliers' licence agreement must be observed at all times. Further information relating to the Copyright Licensing Agency, Newspaper Licensing Agency, Education Recording Agency, Ordnance Survey, Federation Against Copyright Theft (FACT), Federation Against Software Theft (FAST) and Internet Enforcement Group can be found at: http://www.leedstrinity.ac.uk/LIS/copy All forms of unauthorised media duplication is a criminal offence and is expressly forbidden.

 

1.17     If you use a television or any other device to receive or record TV programs (for example, a VCR, set-top box, DVD recorder or PC with a broadcast card) – you are required by law to purchase a valid, applicable (colour or mono) Television Licence.

 

1.18     If you purchase, rent, borrow, download etc image, music, data or any other licensable materials, you must comply with their copyright terms and conditions of use at all times. 

 

1.19     LIS reserves the right to disclose any email addresses and other account information subject to the approval of the Assistant Principal (Registrar) or designate in compliance with the current version of the Data Protection Act. 

 

1.20     In all cases college business including academic work will have priority over use of LIS facilities for any other purpose. Users who are using LIS equipment for recreational purposes will be expected to vacate the desk/equipment if asked to do so by someone wishing to carry out academic work or other college business.

 

1.21     The College accepts no responsibility for loss or theft of or damage to personal belongings left anywhere within the AKLC at any time.

 

1.22     Students with outstanding accounts for overdue book loans, printing charges or any other LIS fines may be prevented from re-registering for their course or from graduating and their LIS privileges will be withdrawn.

 

1.23     All members of the LIS staff are authorised to inspect any items in the possession of users leaving the Library.

 

1.24     There are standard charges for lost or damaged LIS items. If the charge for a lost item is paid but the item is subsequently returned in good order you may claim reimbursement.

 

2          IT Services
 

2.1       Your college ID card entitles you to use systems for your own college or personal work. No charge is normally made, provided you are either an employee of Trinity & All Saints or a student registered for a course or the work is for a project supported by the College. However, certain facilities (such as laser or colour printing) will be chargeable at the current cost rates. 

 

2.2       You may connect your own computer to the college network only from designated labelled data points that carry the OpenHouse logo or via authorised wireless access points. You must not connect any additional equipment to the network. PLEASE REFER TO 1.4 ABOVE. 

 

2.3       You are prohibited from using or installing software that has not been authorised by the IT Services Manager. 

 

2.4       You must not do anything which might cause harm of any sort to any computer system anywhere or to any of the programs or information on any system. You must not allow harm to occur by your negligence (the term 'harm' includes any kind of damage, and any kind of unauthorised access or alteration).

 

2.5       If you are reasonably requested to do so, you must justify your use of the system. You must explain (in confidence, if necessary) what you are doing, and how and why you are doing it. If requested you must provide your college ID card and proof of your identity. You must make any reasonable changes requested by IT Services and comply with any reasonable restrictions placed upon you by IT Services.

 

2.6       It is your responsibility to ensure that all of your data is secured using floppy disk, zip disk, CD rewriting facilities or similar facilities. All old data and uncollected materials will be permanently removed by routine IT Services housekeeping procedures.

 

2.7       You must comply with all regulations covering the use of software, whether those regulations are made by law, by the producer of the software, by IT Services, by the College or by any other legitimate authority. If you have any doubts contact the IT Services Manager. Unless you have permission from IT Services you must not copy software, share it or make it available to anyone else.

 

2.8       The IT Services Manager may immediately suspend access to the IT systems to any person suspected of contravening any of these conditions. After enquiries the IT Services Manager may either:

 

i)           re-instate access to IT systems, or

ii)          in the case of students, and after consultation with the Director of Student Support, continue the suspension, or

iii)         in the case of staff, and after consultation with the Assistant Principal (Resources) or the Director of Personnel, continue the suspension. 

 

Contravention of any of these conditions also renders the person responsible liable to action under the College's disciplinary procedure.

 

2.9       Whilst every reasonable endeavour is made to ensure that the IT systems are available as scheduled and function correctly, no liability can be accepted by the College for any data loss or delay as a result of any equipment malfunction.

 

2.10    Whilst every reasonable endeavour is made to ensure the integrity and security of information held on computer media no liability can be accepted as a result of data being lost or corrupted or inappropriately accessed.

 

 

3          World Wide Web
 

3.1       You must not access, or post any content which is obscene, offensive, libellous or pornographic. If a serious offence occurs the College reserves the right to refer the matter to the police. 

 

3.2       In accordance with best practice guidance regarding the protection of children and vulnerable adults the College reserves the right to notify professional bodies of breach of conduct in relation to offensive material should such breaches lead to termination of employment or termination of a student's programme. In all cases the College reserves the right to refer the matter to the police. 

 

3.3       You must NOT try to gain unauthorised access to any computer system anywhere.

 

3.4       All internet usage is monitored, logged and restricted to prioritise traffic to the academic network according to the Internet Usage Policy, copies of which are available from IT Services. 

 

 4          Library
 

4.1       The College card is used as identification and as a borrowing permission within the Library. Admission will be refused if a valid card is not shown. Lost cards should be reported immediately to the ID/Access Administrative Assistant (who will issue a replacement).

 

4.2       No book may be removed from the Library or kept in a study or locker unless a record of its loan has been made by a member of the Library staff.

 

4.2.1   Borrowing
 

i)           You must always show your college card when borrowing any item. Under no circumstances may you borrow for another person. At all times, books issued against your college card will be regarded as your responsibility. 

 

ii)          It is your responsibility to return all materials by the due date, which is normally stamped on the date label of the item. A book return box is available outside the Library to allow items to be returned when the Library is closed.

 

iii)         Fines will be charged for overdue items. Readers with overdue items will not be permitted to borrow further until the items are returned and the fines are paid.

iv)         Library correspondence, including overdue notices, will be emailed to your college email address.  To avoid fines you should check your email regularly.

 

Failure to comply with the LIS Acceptable Use Policy may result in the immediate withdrawal of all permissions for Library, IT and Web access.  College disciplinary procedures may be invoked.

 

 
5          Sanctions
 
5.1       If you do not comply with the terms of the Acceptable Use Policy (AUP), any or all of the following sanctions can be applied to you (these are in addition to clause 2.8): 

 

i)          Loss of access to ANY LIS resources for 24 hours;
 

ii)         Removal from the Andrew Kean Learning Centre by security staff;
 

iii)        Escalation through the Student Disciplinary Procedure;
 

iv)        Prevention of progression and/or graduation.

 

 

 



[1] In this document, the word facilities means any computer or collection of computers, including peripherals and networked equipment and devices and / or library and / or reprographics facilities
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